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WAVECOM Offline Analysis Tool
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What is Bit Analysis?

Bit analysis may be described as the art of finding

patter n in a seemingly random and chaotic stream

of bits. The final objective of this endeavor is to
transform the bit stream into clear text or into
cleaned -up crypto text for further processing. The
objective is not cryptanalysis of the message, but

the message should be ready for this, i.e. all fra m-
ing, p rotocol overhead and checksums removed

Figure 3 Block Cod Analysis for BCH63

unt i |l the message is
hard work, imagination, disappointments, failed
hypothesizes, and then if skill, experience and luck

all come together you are rewarded. Be aware
ficoded and fhould dot egudoderstood as
the concealment of information co ntent, but as the
tools used to preserve the integrity of transmitted
information protecting it from errors and distu r-
bances introduced by the transmission cha nnel.

How then does one go about anal yzing a bit

stream? First one has to consider what is known

fi c | e a ngoessesA mbout ithe envgonneentdl

about the message, i.e. what is or could be the
source, language, how was it captured and similar
environmental and circumstantial information. For
messages captured by radio monitoring the kno w-
ledge of frequency, modulation mode, time of ca p-
ture, the nature of the network, etc. are important

pieces of information which may facilitate the ana I-
ysis of the bit stream. So knowledge or qualified

infoionatiort
about a messa ge may be very helpful. Then of
course a good knowledge of coding theory is most
helpful because this will give the user hints to how

to approach the task. Let us assume that you are
listening to the radio and using a WAVECOM d e-
coder and want to find out w hat this strange signal

is. First thing is to listen carefully T the exp e-

rienced monitor can distinguish by ear the various
modulation formats and sometime also the less
complex encoding fo

rmats just by listening. Based




